The growing use of the Internet by professionals and laypeople alike, together with rapidly improving technology, has resulted in dramatic growth of assessment Web sites. Although these tests are being used for a number of purposes, their employment for career-related assessment and decisions seems to be prevailing. This development stems from the search for easy-to-obtain, free (or inexpensive) aids to assist in decision making; a general awareness and acceptance of the Internet as a legitimate informative; and professional and nonprofessional site owners' exploitation of the provision of remote testing services. Although empirical research generally supports the psychometric properties and utility of Internet-based assessment, there are numerous ethical and professional issues involved. A large listing of concerns is presented, followed by a recommendation to take action in three concomitant directions: focused legislation (including international conventions), Internet-specific training for professionals, and public education aimed at increasing awareness and understanding.
doing, these individuals apparently are pretending to provide a means of fostering career development or assisting users in making career choices. Examples of this second category are a vocational preference interest-assessment device (Kingdomality) at http://www.cmi-lmi.com/enterppp.html and a measure of timemanagement skills (Time Management Quiz) at http://content.monster.com/ tools/quizzes/pareto.
Although professional and amateur online assessment sites may raise some different ethical and professional questions, many of the issues are similar. Therefore, the list of subjects presented below is composed mostly of concerns that are general in nature; that is, they are relevant to both classes of online assessment resources. However, as some of the issues are applicable to only one or the other of the two categories, the issues are presented along a continuum, starting with those relevant to all types of online assessment and ending with those relevant to amateur, nonprofessional, or paraprofessional Internet-based assessment.
The following sections review the problematic professional and ethical issues that seem to be relevant to online career assessment. Each issue is first explained, and then ideas are suggested on how it might be handled to enhance better professional conduct. Issues are considered as such by common ethical standards and guidelines (e.g., American Counseling Association, 1995; American Psychological Association, 1992; British Psychological Society, 2000) .
Effects of Computer and Internet Skills
Taking an online test involves certain skills. These skills involve the efficient operation of a personal computer, including at least basic skills in operating system software; good control of Internet browsing software; and dexterity in handling such devices as a mouse and keyboard. Speed of typing may also be a factor, depending on the type of test taken (Russell, 1999) . Although these skills are well developed for most Net surfers, quite a few would-be test takers function at a rather mediocre level and find certain computer-operating actions complicated. This lack of computer skills could become a handicap in cases in which a person who is not used to computers and/or the Internet is instructed to take an online test. It is highly likely that unskilled users will be slower in responding to instructions or will misunderstand them, thus resulting in erroneous assessment results. In other words, skills and experience in computer use and Internet browsing might introduce bonus points for test takers, and the lack of these skills might prove a handicap, even if these skills are unrelated to the traits being measured. As age and social class are generally correlated with computer use and Internetbrowsing skills, they might become factors that inflate or deflate true measurement scores. Nevertheless, it is advisable to prescreen test takers, or at least to include a statement relating to this issue.
Lack of Preliminary Screening
The ease of taking tests through the Internet and the lack of a priori suitability checks might contribute to the phenomenon of testing people who should not take a test in the first place. The American Psychological Association's (1992) ethical code, for instance, calls for checking applicability and adapting testing and evaluation procedures to specific individuals in relation to their age, gender, language, ethnicity, and so on. Obviously, these factors are relevant to test performance and, therefore, to assessment results. However, in the online environment, especially when people take tests on their own initiative and without appropriate professional supervision and prescreening, this principle is often clearly violated. Moreover, even if there are clear restrictions published on a Web site and guidelines as to the proper use of a test, it may well be that users might not pay attention to these instructions.
A common misuse of an online assessment procedure in this context might be taking a test without having the appropriate minimum vocabulary level needed. Without being aware, test takers thus might respond to a questionnaire that requires a higher reading level than they possess, thus ending up with an invalid test result. Similarly, a test might be suitable for a certain age group, and a deviation from this standard would jeopardize the validity of the test score. Again, a simple, practical solution might be to develop a common standard requiring all online tests to be preceded by a clear statement notifying test takers of the minimal requirements that must be met to take the particular online test and expect valid results.
Uncontrolled Intervening Personal Psychological Factors
Testing practice requires optimal control of personal factors that might intervene in the process of test taking, consequently contributing to invalid test results. In the case of online assessment tests, one such specific personal factor was identified, namely, computer (or technology in general) anxiety (or phobia) (Weil & Rosen, 1997) . A technophobia continuum-from feeling easy and selfassured to feeling inconvenienced and anxious when using a computer (or technological device in general)-might significantly interact with the results of a personal assessment. This factor, incidentally, is assumed to interact with gender (Lankford, Bell, & Elias, 1994) ; female test takers are said to score lower on online tests, in general, thus creating a gender bias. A similar argument relates to the effects of age. For both factors, however, empirical data are inconclusive (Anderson, 1996; Chua, Chen, & Wong, 1999; Craig, 2000; Dyck, Gee, & Smither, 1999; Miles & King, 1998; Schumacher & Morahan-Martin, 2001 ), but the possible bias factor should not be ignored. Another such moderating factor might be the general suitability of a person to online communication or the general online environment, especially when psychological interventions are involved. Apparently, people who feel tense in an online environment because of a number of reasons (e.g., lack of eye contact, aloneness) will not communicate or behave the way they do in a "real" environment ). This factor, too, might significantly interact with assessment results.
There is no simple, easy solution to the problem of possible personal intervening variables that might bias test results. Obviously, proper training and the awareness of Web site owners might reduce the scope of the problem. This solution, however, is applicable to professionals, not amateurs, who use online assessment procedures. It seems that as long as assessment tests-professional and popular alike-are legally published online, training for the test advertisers cannot be considered a general solution. However, another direction that might be taken is that of investing in public awareness through appropriate education. This solution could be considered worthwhile for the longer run but should not on that account be underestimated.
Risk of Cultural Bias
One of the basic characteristics of the Internet is that it is global; that is, it has no political or geographical borders. Web users from all over the world, regardless of nationality, culture group, or language, can in principle engage in assessment procedures. The advantage of availability and accessibility becomes a disadvantage when test takers take a test that anyone anywhere can take-although a test is normally intended to measure traits in a rather specific country, language, or culture. That is, although test takers might consider a test appropriate for them in terms of face validity and, consequently, take it, at least part of the test items, and the norms used in interpreting the results, may be totally inapplicable to them. This problem becomes especially serious because most Web users use English (Slevin, 2000) , but the tests themselves might be intended only for native speakers of English (Church, 2001) . Moreover, as cultural differences can have a significant impact on test results (Anastasi, 1997) , taking a test not specifically intended for people from a specific culture or with a certain general cultural background, or even with a different response style (Clarke, 2000) or cultural norms (Kembo, 2001 ), might produce erroneous or misleading results.
Again, solutions are not readily available. To proactively reduce the scope of this issue, however, a clear statement should be posted on an online test Web site that refers to the cultural group to which it is applicable and the possible distortions of results and interpretation in case people not belonging to this culture take the test.
Secrecy of Personal Information and Assessment Results
Problems relating to secrecy and privacy provide one of the most common arguments against Internet-based psychological testing. As Internet sites (i.e., electronic files installed on servers) can be infiltrated and stored information copied or altered by hackers (Scambray, McClure, & Kurtz, 2000) , the basic premise of test secrecy and test-taker privacy and confidentiality faces violation. Moreover, online test results and assessments usually are stored not only on a server but also in personal computers that serve professionals and professional services and sometimes the test takers, too. Penetrating a personal computer seems to be a rather easy task, especially if computer owners do not use special precautions, such as access permits, to protect secret information. Obtaining test and assessment results about others clearly violates the basic ethical principle concerning privacy of information about people. Although breaking into the file cabinet of a professional or into an office to obtain paper-based, traditional assessment information seem to be as easy, a commonly made argument is that the theft of digital information may leave fewer tracks; indeed, even the violation of privacy might go unnoticed. In addition, the ability to steal information from a distance makes the act more attractive (i.e., less threatening) to criminals.
As experience accumulates and technology develops, it seems that some parts of this problem are weakening. Current professional testing sites are protected by advanced security procedures, making hacking more difficult. Also, encrypting procedures are commonly used by professional and professional agencies to defend against the possible abuse of material that is illegally copied. These solutions, however, do not resolve secrecy problems related to nonprofessional sites and offer only partial protection to materials stored in the test taker's computer.
Unprotected, Unregulated Use of Assessment Results
A test taker, when taking online tests, has neither knowledge of nor any control over the use of the results. Although this is true in the offline testing situation, too, the lack of a direct relationship between examiner and test taker, the ability of test sites to easily disappear, the enhanced capability of imposture and forgery, and the increased potential for unauthorized collection of data without leaving tracks all make online testing perhaps more risky. Moreover, the lack of regulatory mechanisms on the Net parallel to those offline creates an environment that increases the likelihood of illegal or unethical usage of assessment results. Simply, a test taker has no way to know, or to follow, the use of his or her personal assessment results, whether for relatively accepted (e.g., research) or entirely unacceptable (e.g., court testimony) purposes. Actually, many test sites give no indication whatsoever of the use of the results; obviously, no explicit appeal, intended for test takers, asking for permission to use their test results for any purpose is posted.
Legal solutions are desirable here, although many countries strictly forbid the use of personal information without clear consent, regardless of the Internet. The difficulties in enforcing laws in cyberspace and the borderless nature of the Internet make legal steps in this regard more symbolic than effective. It seems that public education can be more convincing in coping with this type of problem than can any other measure.
Lack of Monitoring
In most cases, test takers are at their location of choice while taking an online test and hence are unmonitored. In less frequent cases, tests may be taken at a certain location (e.g., a class equipped with the necessary hardware) where examiners are present. Lack of monitoring makes it possible for test takers to copy, obtain help, use materials not permitted, consult with others, and even have someone replace them. All those deceitful behaviors might be used when there is motivation to maliciously manipulate the assessment to achieve more attractive results, as in selection situations or if the results of the evaluation might make a significant difference in a test taker's life. Although the use of Web cams and other emerging technologies may reduce the scope of this negative phenomenon, it seems that only humanly monitored assessment centers can eliminate it.
Technical Failures
Although Internet technology is rapidly improving and becoming less fragile and more failure proof, the technology is far from failure proof. It suffers from three major sources of technical problems: those related to the personal computer of the end user (test taker), those related to Internet communication, and those related to the assessment site (server). Each of these sources of problems includes a great number of components that might malfunction; a failure in just one component might jeopardize an entire assessment operation, sometimes without even being noticed, resulting in a negative influence on test-taker motivation, damage to assessment validity, or prevention of the assessment altogether. This type of problem is generally nonexistent in a face-to-face assessment, in which the technical failure of a stopwatch or a power-supply failure seems to be the most extreme technical failures and is rare. Although technical obstacles are not unethical in nature, they do harm the perceived expertise of professionals and, thus, indirectly become an issue.
As mentioned, technology is generally improving, and failures are less frequent. At least some measures can be taken to reduce those failures, such as the installation of an uninterrupible power supply unit to back up the power supply to the server for a limited time. In addition, it is advisable that test takers be given clear instructions relating to technical failures.
Lack of Contracted Relationship Between Test Taker and Test Owner
Usually, a professional service-whether psychological or other, for a fee or for free-is defined in terms of a contractual relationship between service provider and service receiver. That is, service receivers know what to expect (and what not to expect), whereas service providers know what is expected of them (and what is not). This explicit, clear definition of mutual expectations contributes to both sides and leaves minimum space for misunderstandings and consequent imputations. Unlike a face-to-face assessment, it is very common in the case of online assessments that sites-amateur and professional alike-do not include a clear statement pertaining to the role, obligations, and promises of assessment providers (e.g., secrecy of results), just as they do not include any definition of expectations from the users (e.g., be honest). This undesirable situation might be a source of numerous problems, from the invalid nature to the nonprofessional use of results.
A simple solution is to instruct professionals, through specific ethical guidelines, to include a "terms of use" statement-generally unnecessary in face-toface testing procedures-when assessment is provided online. This solution, however, is irrelevant for nonprofessional testing sites.
Lack of Relevant Information on a Test
An accepted, fair expectation of a test is that its purpose, developers, basic psychometric characteristics, applicability and possible use, limitations, and privacy of its results be presented in a clear, straightforward manner prior to taking the test. At the least, one should expect that a user be referred to references where this (or other) information about the test is laid out for the test taker. For many online tests, however, this information is entirely missing. In some cases, a general statement pertaining to test quality or possible use is published, but it frequently leaves readers with more questions than answers. Admittedly, most Net surfers who might take tests online neither are familiar with nor expect professional ethics. However, ethical principles, by definition, exist to protect people and to contribute to their welfare, independent of their awareness of the issues at hand (Canter, Bennett, Jones, & Nagy, 1994; Lorion, Iscoe, DeLeon, & VandenBos, 1996) . Information about a test might affect a user's decision whether to take a test or even about how to refer to the test results. The prevalent norm of an absence of such information clearly presents a violation of human rights and human decency.
Lack of Internet regulation makes it impossible to enforce this ethical matter among all online test publishers. However, professionals who publish online tests should be forced to include relevant details, regardless of this specific modality. To make the guideline clear, ethical principles pertaining to testing should explicitly refer to this issue.
Improper Use of Online Assessment by Professional Unaware of Limitations
The exploitation of the Internet by psychologists and professionals in the behavioral sciences is relatively new (Barak, 1999; Gackenbach, 1998; Sampson, Kolodinsky, & Greeno, 1997) . The use of the Net for counseling, therapy, assessment, and delivery of professional information is not yet a standard part of training programs, nor there are common schools that teach this area. As a result, psychologists who use the Internet for professional purposes do so, to a large extent, without being equipped with essential basic skills and without awareness of important issues. For instance, it is likely that most psychologists who exploit the Internet for professional purposes are unaware of specific ethical guidelines especially developed for this purpose and for the cyberspace environment (e.g., Hsiung, 2001 ). In addition, these professionals, because of their lack of appropriate training, are apparently unaware of the many disadvantages and problems characterizing online testing and assessment (Barak & English, 2002; Sampson & Lumsden, 2000; Wall, 2000) . Limited skills and awareness might result in problematic professional conduct, harming professionals and clients alike.
Training of professionals (e.g., continuing education workshops, online courses) seems to be necessary to equip them with the necessary specific knowledge and skills for operating properly in an online environment. In addition, professional associations should adopt specific guidelines relevant to the use of online testing.
Lack of Assessment Standardization
Online tests are known to have the advantage of standard testing conditions, that is, common and identical instructions, examiner interventions, and common and identical test-administration procedures (Barak & English, 2002) . On the other hand, the online environment-in which test takers are being tested remotely and without visual supervision-creates a situation in which standardization becomes problematic . Specifically, the conditions under which a test is taken, in terms of social atmosphere, physical conditions, test-taker personal mood, and so on, are unknown-and obviously nonstandard. These conditions might interact with test behavior and significantly affect assessment results. It seems that what is considered an advantage of online testing should be considered a disadvantage, as well.
Internet-based test administrators have the responsibility of at least making sure that test takers are aware of the significant effects of nonstandard conditions on test results. A statement that relates to this issue can easily be highlighted where tests instructions are posted.
Questionable Construct Validity
It seems reasonable to believe that in many cases, and perhaps most, an online test measures similar constructs as their paper-and-pencil counterparts (Barak & English, 2002) . There is also evidence to suggest that converting a paper-andpencil test into a Web-based version may undermine the validity of the latter, at least related to measurement of some constructs. As proposed by Buchanan (2002) , perhaps the measurement of negative affect is especially fragile and less accurate online because the virtual reality situation might elicit negative feelings. Although this argument is debatable, it is clear that much more research is needed to examine changes in construct validity between the two modes of testing. It is clear, however, that just converting a paper-and-pencil test into an online mode and using it as if there were no essential differences in measurement because of the different mode of testing should be considered a professional error. As with converting a test from one language to another, certain methodical steps need to be taken to examine validity issues. Given the essential psychological differences between cyberspace (virtual life) and offline (real life) environments in many aspects (Galimberti & Riva, 2001; Wallace, 1999) , the professional application of an online test must be preceded by thorough research to establish construct validity.
Effects of Digital Divide
Digital divide refers to the issue that for economic, social, or cultural reasons, computer and Internet use are not equally available to all individuals and groups in a given society but reflect and correlate with social-economic status (Norris, 2001 ). This lack of equal opportunity to exposure to the Internet-or in equity of access (Sampson & Lumsden, 2000) -means less exposure to online assessment, a fact that creates a problem: On one hand, assessment cannot be offered equally to all relevant people; on the other, not all those in need of assessment find it available to them. This inequality is not only an ethical and a moral issue, it is also a practical problem as it rather strengthens social and economic gaps, especially in less developed societies. It may become less of a problem in richer countries as computer and Internet access rapidly grows.
Lack of Information on Test-Taking Behavior
One of the features of traditional assessment is that information might be gathered on people being assessed not only through formal means of assessment (e.g., psychometric information) but also through their informal test-taking behavior (Walsh & Betz, 2000) . Observing the range of a person's behaviors over time, especially in an intensive and perhaps somewhat stressful situation of being assessed and evaluated, may yield significant input into an assessment, sometimes more significant than the test data. Obviously, the behavioral component might be highly relevant for a career-related assessment, in which actual task operation and accomplishment are highly relevant. In online situations, however, this input source is entirely missing; because assessment is based only on test results, an ecologically valid, more comprehensive assessment is restricted. This shortcoming might become less relevant in the future, when high-speed, broad-band Internet communication becomes standard and advanced surveillance cameras are in operation.
Common Use of a Single Assessment Method
As stressed by psychological testing and assessment texts (e.g., Anastasi, 1997; Walsh & Betz, 2000) , assessment should be conducted comprehensively; that is, it should not rely on a single source of data or a single type of testing. To achieve valid, useful assessments, a professional should evaluate a person from different angles, using various tools and means. This conception was empirically supported by a recent review and meta-analyses conducted by Meyer et al. (2001) , who found clear support for multimethod assessment over the use of single methods. In online testing, however, a single channel of assessment is usually used: psychological tests. The two other major sources of knowledge about individualsobservations of their actual relevant behaviors and interviewing-are usually absent. This fact obviously harms assessment validity, making predictions less accurate and less practical. For career assessment, a possible solution is to integrate online testing with other, face-to-face-based assessments. In this way, the advantages of online testing, together with a diminution of the above-mentioned limitation, would enhance the validity and utility of Internet-assisted assessment.
Problems Relating to Test Interpretation
Taking tests and creating a feeling for their meaning, even eliciting some kind of test scores, is not enough in terms of obtaining the results of the testing. Test results can be provided in a number of ways, including various types of numerical feedback, using one or more normative scores, adding different sorts of narrative assessments, and so on. Whereas an examiner can orally interpret and explain specific test results in face-to-face interaction with a test taker, this live interaction is practically absent in online testing. Moreover, an examiner in a face-to-face interaction may continue to provide answers to the test taker's questions and concerns in relation to a test or test results, but this opportunity is almost nonexistent in online testing situations. Generally, test results in Internetbased interactive testing are provided through test scores, frequently accompanied by a brief narrative explanation of the general meaning of the results. Naturally, the interpretation is nonindividual; that is, it refers to the general prototype of a person taking a test and having a certain score. It does not take into account, for instance, what is professionally obvious: the circumstances of the test taker in terms of his or her life in general and test taking in particular. The lack of individual reference when interpreting a test is considered a professional error, one that might mislead and misguide a test taker. An Internet-based test can, at the most, provide a standard score for a standard test taker. More sophisticated tests might take into account-just as face-to-face professionals do-per-sonal circumstances and biographical information to reach a personally valid, more applicable test interpretation.
A professional solution to this problem is not to make test taking an independent experience but to make it a part of a comprehensive assessment in which all relevant information is gathered and conclusions are drawn accordingly. In other words, online assessment centers, operated by responsible professionals, would perhaps lead to a solution, whereas independent, mostly amateur tests, would be considered nonprofessional-and a clear distinction is made between the two.
The Use of Nonprofessional Tests on the Net
Cyberspace is a free environment that is not owned, controlled, or supervised (to any large extent). Although the Internet is constructed by a network of servers and personal computers, its ownership is held by an ever-growing, rapidly changing number of individuals and organizations, located all over the globe and mandated by various sets of rules and procedures. As such, and philosophically built into the system (Kiesler, 1997; Lessig, 1999; Rheingold, 2000) , the Internet is considered almost free of regulatory actions in terms of supervising individuals' activities. Moreover, surveillance and control in the "digital culture" are considered almost synonyms for intrusion into one's privacy and violation of personal freedom.
This set of expectations and behavioral norms has brought about numerous nonprofessional activities that attempt to mirror or to offer an exchange for professional conduct. Among nonprofessional activities, Web sites offering medical, psychological, consultation, and advisory services are prevalent. Likewise, amateur Web sites offering assessments, especially through personal testing, are widespread. Because site building and Web designing are easily learned and existing, sophisticated site building and enriching tools are readily available, anyone, in principle, may publish professional-like, attractive, face-valid tests on the Internet. Links to such sites may be advertised rapidly and efficiently and distributed through efficient and intensively used search engines and portals. Actually, an unknown number of pseudo tests are published on the Internet at present, many of them frequently used by naïve surfers.
This phenomenon obviously creates great concern about the availability of unreliable, invalid tests used for unspecified purposes by unknown individuals. The fact that many of these tests look just like professional tests, are attractive, deal with important and relevant concerns to surfers, offer immediate results, and are usually described in a soliciting fashion make the problem extensive because of the success of the tests in attracting a great number of people who take them and consider the resulting assessment valid. This problem could have been only the test takers' problem; however, it is likely that professionals also use or refer to them. The danger, of course, is that invalid assessments might potentially end up in distorted career decisions or in wrong or biased inputs being brought into counseling, with consequent great financial or mental cost.
It is beyond the scope of this article to offer a solution to the "Wild West environment" that prevalently exists on the Web. It seems that in addition to clear, strict laws to be legislated and agreed on internationally and enforced globally, much needs to be invested in public awareness and education to avoid the unnecessary costs of erroneous assessments.
Outdated Tests
Many of the tests published and used on the Internet are obsolete, having been superseded by newer editions, containing revisions of items, instructions, standardization, or format. The reason for this obsolescence is that quite a few of the online tests are not published by the actual test developers or the official test publisher but by professional or nonprofessionals who (legally or illegally) launch it on the Internet. The absence of or enormous difficulties in supervising with the Net prevents serious quality control and inspection of the tests being used. A naïve online test taker has no way of knowing that she or he is taking an older version of a test, one that might be currently invalid and even meaningless. The lack of Internet regulation makes it possible for anyone to publish an old version of a real test, one that was used in the past, and to make it appear as if it is a presently used test version. Obviously, those who take outdated tests might not only receive improper personal feedback but also believe that this assessment is valid.
This problem exists in traditional testing, too, but to a much lesser degree because nonprofessionals cannot obtain, copy, or publish psychological tests as easy as they can on the Internet. Moreover, the existence in many countries of strict laws and codes of ethics governing psychological test use and the ability to enforce such regulations make the scope of the problem entirely different. It seems that only an essential change in the (global) legal status of the Internet may contribute to reducing the severity of the present shortcoming.
Easy Violation of Test Copyrights
Traditional paper-based tests are easy to copy and use illegally, that is, without obtaining formal permission from a test's copyright holder. Test norms might easily be obtained from published materials; hence, assessment is rather attainable. The computer function of "copy and paste," however, makes illegal copying even easier and frequently untraceable. Although copying a test without permission is illegal, it might be considered an even greater violation of the copyrights laws if the purpose of copying is mass distribution. Clearly, posting a test on the Internet, thereby making it available to an unlimited number of Web surfers, is a clear violation of copyright laws in probably every country. In other words, it is a criminal activity and is or should be seriously punished. Illegally posting a psychological test on the Internet is a common activity because of the lack of copyright clear-ance. Yet, problems concerning the location of a server, a Web site owner, and a test taker make it almost impossible to fight this copyright violation. Technological developments or other technical measures that prevent easy copying might help in reducing this problem.
Lack of Qualifications of Test Administrators
Professional test users should be equipped with certain qualifications to certify them as being both competent in administrating tests and using them appropriately and responsibly (Turner, DeMers, Fox, & Reed, 2001 ). These qualifications include generic knowledge and skills (e.g., psychometric measurement knowledge, testing individuals with disabilities) and specific qualifications for use in particular settings (e.g., health care) or for specific purposes (e.g., educational decision making). Specifically, in the career assessment context, concrete qualifications are expected: classification (person-environment fit), description (holistic assessment of individuals), prediction (reflections on future vocational-related developments), intervention planning (related to assessment results), tracking (assessing career development over time), and training and supervision (supervised experiences with various relevant populations and settings) (Turner et al., 2001 (Turner et al., , p. 1108 . Unfortunately, individuals unqualified in this area publish many online career-related tests and claim to be able to assist career-related decision (Sampson et al., 1997) . In quite a few cases, they provide, in addition to test results, recommendations or suggestions regardless of the lack of a comprehensive appropriate assessment, on one hand, and the absence of a test administrator's qualifications, on the other.
As mentioned earlier, as long as the Internet is a law-free environment, there will be no simple solution to this problem; indeed, perhaps any solution is impossible. It seems that the best step is to take preventive measures, that is, to educate Internet users against nonprofessional testing sites that are purportedly for careerrelated decisions.
Lack of Personal Assistance and Support Relating to Assessment Results
Occasionally, assessment results might be psychologically detrimental in that they unintentionally harm test takers' emotions. A typical example is a test taker who is administered an IQ test and receives a relatively low score or, more specifically, a score significantly below his or her expectations. In face-to-face situations, in which a professional is present, it is very likely that the test taker will receive at least minimal personal attention in regard to his or her negative feelings. Emotional support seems to be an inevitable professional responsibility and a highly recommended intervention. In an online assessment situation, however, a disappointed test taker is most likely left alone with his or her emotional state, without personal, professional care (Barak, 1999; . Although a test taker could theoretically initiate a call for support, this eventuality seems improbable because of the psychological condition of the test taker. The "aloneness" factor that characterizes Internet use and that is often highlighted positively by its advocates (e.g., Barak & Fisher, 2002 ) is actually a double-edge sword.
A possible solution-at least one that could be implemented by professional online testing services-is to suggest some kind of personal support to test takers who score low on tests. As noted by , such a suggestion could be an integral part of the counseling service for online testing.
Implementation and Use of Assessment Results
The use of psychological assessment results, obviously including career-related assessment, is quite restricted according to accepted ethical standards, essentially because of their possible misuse. Although such misuse can occur with face-toface as well as with online testing, the often lack of obligatory, contract-based relationship between test taker and assessment administrator that characterizes the latter more easily encourages unethical, even illegal, use of assessment results for various purposes, be it research or commercial head-hunting.
The lack of regulation of the Internet and problems with international conventions make this problem rather serious and practically unsolvable. Whereas strict guidelines can be communicated and even enforced on professional testing sites, there is neither a way to inform and educate nor a vehicle to enforce regulations about nonprofessional sites. It must be the test takers' responsibility to be aware of this issue and to take precautions before giving away very personal information about themselves.
Existence of Hidden Commercial Agenda
Quite a few Web sites use engaging psychological assessment devices as means of advertising or soliciting their services and attracting visitors. This use, however, is considered unethical, if not illegal. Naïve Net users have no idea that just by taking a test or sending their responses (frequently accompanied with full personal details, such as name, physical address, and e-mail address), they are being added to a commercial mailing list or to a group that might be targeted for commercial purposes. This trick seems to be quite widespread; quite a few (online or offline) clinics post tests to advertise their services or to invite clients (supposedly based on test results). Commercial business sites often publish tests (or quasitests) to obtain test takers' personal information. Obviously, these are examples of a severe violation of ethical conduct and of the policy of a fair use of tests.
For professionals, it seems that specific, relevant ethical guidelines could prevent this issue. Misuse of tests, or test look-alikes, for the promotion of sales by businesses might only be dealt with by (complicated if not impossible) legal measures.
CONCLUSION
The Internet and emerging technologies have enabled implementation of numerous behavioral interventions from a distance and often according to a user's preferred timing. The almost limitless availability of these applications, together with advances in hyperconnectivity, hypertextuality, storage, speed, and multimedia capabilities, have made online testing attractive for test administrators and test takers alike. This development, however, has introduced unprecedented technical, economic, and political considerations (Wasko, 2001) , as well as new professional and ethical issues. As the Internet has become a rapidly growing and major communication device (Howard, Rainie, & Jones, 2001 ), these types of problems and concerns may be expected to increase and become even more complicated.
A repeated theme in this article has been that legal measures-although they would logically seem to solve problems, particularly if accompanied by proper law enforcement-are almost irrelevant. Unfortunately, the Internet, at least at the present time, is generally unregulated; its global structure makes a farce of local legal measures, and law enforcement is very difficult to pursue. International, globally agreed-on conventions might contribute dramatically to solving these problems, but this remedy is for a longer term.
Two other possible directions seem to be more promising for the present: professional training and public education. Although professionals who conduct assessments are generally well trained and observe relevant ethical codes, they seem to lack specific training related to the online environment. Appropriate training-including that in the cognitive, emotional, and behavioral aspects of people in various online situations; in certain technological aspects of this line of work; in relevant ethical considerations of online implementation of professional interventions; and so on-could apparently enhance more thoughtful, responsible conduct in this medium (Barak & English, 2002; Sampson & Lumsden, 2000) . Training and learning could be undertaken, at least partially, online (Hathorn & Ingram, 2002; Suler, 2001) .
Public education seems to be critical in this regard. Most adult people of present time have grown up without the Internet in their home or school. People who have been exposed to the Internet, either at school or at work, have usually received no intentional education relating to its smart use, as opposed to practical matters and technology. Recently, a growing number of people and agencies have come to the inevitable conclusion that the new environment requires special education and guidelines to reduce risks and improve the positive exploitation of the medium (e.g., Teicher, 1999) . Internet education can be delivered in schools, through the media, or by other means to impart a greater awareness of the smart exploitation of the Net, including reducing risks related to solicitation, exploitation, lack of confidentiality and privacy, misuse of personal information, and so on. Increasing users' awareness of sensitive issues might lead to a reduction in the actual use of nonprofessional assessment devices and, consequently, their disappearance or at least significant decrease.
A combination of all three measures-legislation (including international conventions) pertaining to the misuse and abuse of Internet applications on the account of naïve users, professional training in specific psychological aspects relevant to the Internet environment, and the development of educational programs that make people aware of possible risks and problems related to Internet usemight contribute to more fair, professional applications of online assessment. This accomplishment would certainly decrease its abuse and increase the constructive harnessing of the Internet for enhanced human welfare.
